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Section 1 — Applicant Information

Address: Kemp House, 160 City Road, London, EC1V 2NX, United Kingdom

General Contact

Name: Gareth Owen

Phone:  +44 (0) 800 832 1550

Mobile: +44 (0) 207 175 3599

E-Mail: contact@redkeyusb.com

Section 2 — Applicant Software Information

Manufacturer: Redkey USB LTD

Version of software: V4 (Version 4)

Version of user manual: User_Manual_4.2.PDF

Algorithm to be used: (NIP) NIST 800-88 Purge

Please describe the means of deployment for your software/hardware product:

Redkey USB provides everything you need to phase out your expensive existing data wipe solution while
helping you to remain compliant with current data sanitization regulations such as HIPAA, NIST, GDPR &
more. Featuring secure erase technology and a one-off purchase price with no ongoing costs, Redkey is
designed to provide unbeatable value. Every Redkey provides unlimited use on unlimited devices and free
software updates are included for the life of the product. Local deployment via Bootable USB in conjunction
with an X86 or above (Wintel / IBM Compatible) computer. Remote deployment available via PXE / NIC.

Please list the equipment you are intending to ship to execute the test, or the means to access/download your
software tool:

1 x Redkey USB Bootable USB-C device, pre-installed with V4 Software ready for quick and easy local
deployment.
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Section 3 —MEDIA WHICH YOUR Product IS TO BE TESTED ON

1 x Magnetic Hard Drive
1 x SSD

Test Level 2

ADISA Threat Matrix

Risk Level

Threat Actor and Compromise Methods
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Test Level
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1 (Low)

Casual or opportunistic threat actor only able to mount high-level non-

invasive and non-destructive software attacks utilising freeware, OS tools

and COTS products.

Commercial data recovery organisation able to mount non-invasive and non-

destructive software attacks and hardware attacks.

2 (Medium)

Commercial computer forensics organisation able to mount both non-
invasive/non-destructive and invasive/ non-destructive software and
hardware attack, utilising COTS products.

Commercial data recovery and computer forensics organisation able to
mount both non-invasive/non-destructive and invasive/ non-destructive
software and hardware attack, utilising both COTS and bespoke utilities.

3 (High)

Government-sponsored organisations or an organisation with unlimited
resources and unlimited time capable of using advanced techniques to

mount all types of software and hardware attacks to recover sanitised data.
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Section 4 —The Claim

Redkey USB software called V4, when used in accordance with User Manual revision 4.1 and using the
(NIP) NIST 800-88 Purge algorithm, will overwrite all user data on the media samples within this test to
protect from a forensic attack aligned to test LEVEL 2 of the ADISA Threat Matrix.

|, Gareth Owen of Redkey USB LTD confirm that

the information outlined in this document is an accurate and true reflection of the claims made by our product
wishing to undergo the ADISA testing method.

Signed on behalf of Redkey USB LTD

SIGNED: %M O

NAME: Gareth Owen
TITLE: Director
DATE: 11/05/2022

ACCEPTANCE

Claim Accepted by:

ADISA Research Centre

[

SIGNED:

NAME: Godfred Badu
TITLE: Forensic Analyst
DATE: 11.05.2022
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