CLAIMS TESTING APPLICATION FORM

FORM NUMBER: ADPC0085

SECTION 1— APPLICANT INFORMATION

Company Name: ITRenew Inc.
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Address: 401 Douglas St. Sioux City, IA 51101

General Contact

Name: Matt Mickelson

Phone: 001 408 799 4118

Mobile: 001 408 799 4118

E-Mail: matt.mickelson@itrenew.com

SECTION 2 — APPLICANT SOFTWARE INFORMATION

Manufacturer: ITRenew Inc.

Version of software: Teraware v3.3

Version of user manual: 1€eraware_User_Manual_V3.pdf

Algorithm to be used: ~NIST 800-88 (1-pass)

Please describe the means of deployment for your software/hardware product:

The Teraware platform discovers the target device and capabilities to formulate a multi-step, forensic-level,
sanitization protocol for a hard disk drive based on the guidelines set forth on the NIST 800-88 guidelines for
media sanitization. The basic guidelines reference a full overwriting pass across all user LBAs.

STEP 1: OVERWRITE PASS — Teraware shall enumerate all logical block addresses (LBAs) with a 00h pattern.
STEP 2: MEDIA VERIFICATION — Teraware performs a full verification of all LBAs of the device to confirm the
absence of any user data or unstructured data patterns using a reference pattern of 00h.

Please list the equipment you are intending to ship to execute the test, or the means to access/download your
software tool:

1 x Dell Latitude E6410 management laptop
1 x Teraware USB disk w/licensing

1 x Supermicro SYS-7038i workstation
Teraware User Manual
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CLAIMS TESTING APPLICATION FORM

SECTION 3 — MEDIA WHICH YOUR PRODUCT IS TO BE TESTED ON

Seagate - Exos 15E900 - ST900MP0006 - 900Gb - SAS-HDD (Seagate Exos 15E900 900GB 15k RPM SAS-HDD)
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Seagate - Exos X12 - ST12000NMO0007 - 12Tb - SATA-HDD (Seagate Exos X12 12TB 7.2k RPM SATA-HDD)

WDC - Ultrastar DC HC530 - WUH721414ALE6L4 - 14Tb - SATA-HDD (WDC Ultrastar DC HC530 14TB 7.2k RPM
SATA-HDD)

ADISA Threat Matrix

RISK LEVEL THREAT ACTOR AND COMPROMISE METHODS TEST LEVEL

Casual or opportunistic threat actor only able to mount high-level non-
invasive and non-destructive software attacks utilising freeware, OS tools
1 (Low) and COTS products.

Commercial data recovery organisation able to mount non-invasive and non-
destructive software attacks and hardware attacks.

Commercial computer forensics organisation able to mount both non-
invasive/non-destructive and invasive/ non-destructive software and

hardware attack, utilising COTS products.
2 (Medium) 2

Commercial data recovery and computer forensics organisation able to
mount both non-invasive/non-destructive and invasive/ non-destructive
software and hardware attack, utilising both COTS and bespoke utilities.

Government-sponsored organisations or an organisation with unlimited
3 (High) resources and unlimited time capable of using advanced techniques to 3
mount all types of software and hardware attacks to recover sanitised data.
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CLAIMS TESTING APPLICATION FORM

SECTION 4 — THE CLAIM

ITRenew software called Teraware v3.3 when used in accordance with user manual
Teraware_User_Manual_V3.pdf and using NIST 800-88 (1-pass) algorithm will overwrite all user data on the

hardware sample within this test to protect against a forensic attack equivalent to test level 2 of the ADISA
Threat Matrix.
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|, Matt Mickelson of ITRenew confirm that

the information outlined in this document is an accurate and true reflection of the claims made by our product
wishing to undergo the ADISA testing method.

Signed on behalf of ITRenew

SIGNED: _
Watthew &. Wecfelron

NAME: Matt Mickelson

TITLE: Sr. Director, Product Management

DATE: 3/12/2020

ACCEPTANCE

Claim Accepted by:

ADISA Research Centre

SIGNED: %

NAME: Dr Andrew Blyth
TITLE: Director of Research and Technology
DATE: /3.03.2020
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